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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
102 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claims 34-67 are rejected under 35 U.S.C. 103(a) as being unpatentable over Hao (US 
patent No: 6,510,479 B1) and further in view of Beser et al. (US Patent No.6, 697,862) 

1 . As per claims 34, 61-62, a method, comprising: 

communicating information between Internet protocol (IP) hosts over a controller area 
network (CAN) bus within a vehicle equipped by encapsulating an IP message in a CAN 
protocol message. (Hao in col 2, lines 44-55 discloses a method implemented in a CAN 
device, a CAN microcontroller, that supports a plurality of message objects, that includes 
concurrently staging two or more transmit messages associated with respective ones of 
two or more enabled transmit message objects for attempted transmission over a CAN 
bus coupled to the CAN device, and performing a pre-arbitration process to determine 
which of the two or more concurrently staged transmit messages has priority. Hao do not 
teach the encapsulation of an message in a CAN protocol message, but Beser et al in col 
8, lines 21-30 discloses a Cable Modem Termination System or a CMTS 12 that at the 
other end of the virtual tunnel receives the packet, strips off the encapsulating IP 54 
header, and forwards the packet as appropriate. Therefore, for the motivation to achieve 
the applicant's invention, it would have been obvious to one of ordinary skill in the art at 
time the invention was made to employ Beser's invention, to improve the maintenance of 
the network address tables so that stale entries are quickly identified and removed from 
the table. Removal of stale entries may improve resource allocation and security in a 
data-over-cable system. 
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2. As per claims 35 and 49, including using the IP destination address to determine a 
next-hop IP address, (a number of hops field 116 ("hops", col 12, lines 24-34, Beser) 

3. As per claim 36 and 50, including determining a CAN bus address based upon the 
next- hop IP address. (Claim 21 of Beser reference discloses a CAN device comprising a 
global control register that is programmable for the purpose of permitting a user to select 
one of the at least two pre-arbitration schemes. Beser also in col 12, lines 41-55 and 
Table 6 and Table 8 explain the process of next-hop IP address in details). 

4. As per claim 37 and 51 , wherein if the next hop IP address is a broadcast or multi- 
cast address, a CAN global address is used as the CAN bus address. (Table 8 on Col 1 8 
explains the broadcast multi-cast address, Beser) 

5. As per claim 38 and 52, wherein if the next hop IP address is a unicast address, 
using an address resolution protocol request to determine the CAN bus address, (table 5, 
Beser) 

6. As per claim 39, 43, 48, 56 and 59, wherein using an address resolution protocol 
request further comprises: transmitting a CAN bus address request message on the CAN 
bus; and receiving a reply message from one of the IP hosts, including the CAN bus 
address. (Col 29, lines 14-29 and col 17, lines 33-67 and col 18, lines 1-11, Beser) 

7. As per claim 40, further comprising: transmitting the CAN/IP message to the CAN 
bus address; and receiving the CAN/IP message at a first one of the IP hosts, which 
corresponds to the CAN bus address, (col 4, lines 56-67 and col 5, lines 1-22, Baser and 
(col 6, lines 59-67 and col 7, lines 1-13, Hao) 

8. As per claims 41 , 53-54 and 57, wherein after receiving the CAN/IP message, 
authenticating the CAN/IP message as being from a second one of the IP hosts, (col 2, 
lines 24-36, Beser) 

9. As per claim 42, 46-47, 55 and 58, wherein authenticating the CAN/IP message 
further comprises: 

extracting a CAN source address from the CAN/IP message, wherein the CAN 
source address is associated with the second one of the IP hosts; and comparing the CAN 
source address with known CAN addresses stored in an address resolution protocol 
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(ARP) cache, which stores CAN bus addresses and IP addresses. (col 11, lines 43-52, 
Beser) and (col 9, lines 47-67 and col 10, lines 1-27, Hao) 

1 0. The method of claim 44, wherein after authenticating the CAN/IP message, 
determining the CAN/IP message type, (col 29, lines 30-45 and Table 1 , describes the 

authentication. Beser) 

11. As per claim 45, wherein if the CAN/IP message type is an ARP request 
corresponding to the first one of the IP host's IP address, sending an ARP reply verifying 
the first one of the IP host's address. (Col 13, lines 24-34 and Table 5 illustrates a typical 
use of DHCP 66 protocol to discover a network host interface from a network host client, 
Beser). 

12. As per claim 46, wherein if the CAN/IP message type is an ARP reply to a 
previously sent ARP request, adding the IP address extracted from the ARP reply to the 
ARP cache. (Table 4, Table 6 and Table 8, Beser) 

1 3. As per claim 47, wherein if the CAN/IP message type is a CAN/IP datagram, 
extracting and processing the IP message. (Table 4, Table 6 and Table 8, Beser) 

14. The system of claim 57, wherein the second IP host is configured to extract and 
process the IP message if the CAN/IP message type is a CAN/IP datagram. Col 3, lines 

15-35, Beser) 

15. As per claim 63, wherein a CAN device and said IP host are coupled to the CAN 
bus. (Fig .20 and col 28, lines 45-67 is flow diagram illustrating a method for using Host 
Configuration messages, Beser). 

1 6. As per claim 64, the apparatus wherein the first IP host is configured to 
communicate with the second IP host by transmitting the CAN/IP message over the CAN 

bus. (Col 28, lines 45-67, Beser). 

17. As per claim 65, the apparatus wherein a CAN device and said first and second IP 
hosts are coupled to the CAN bus. (Col 28, lines 45-64, Beser). 

18. As per claim 66, the method wherein a result of said encapsulating is a CAN/IP 
message, which includes an IP destination address. (Col 28, lines 45-64) 

19. As per claim 67, the method wherein a CAN device and said IP hosts are coupled 
to the CAN bus. (Col 28, lines 45-64 and Table 3 contains a data path through a cable 
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system where the CM 16 responds to the cable data frame and encapsulates a response 
IP 54 datagram in a PPP 50 frame and transmits it upstream with the modem interface 48 
via the PSTN 22 to the Trac 24, Beser). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MItra Klanersi whose telephone number is (571) 272-3915. 
The examiner can normally be reached on 8:00AM-4:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jason Cordone can be reached on (571) 272-3933. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status Information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status Information 
for unpublished applications is available through Private PAIR only. For more Information 
about the PAIR system, see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic Business Center (EBC) at 866- 
217-9197 (toll-free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786-9199 (IN 
USA OR CANADA) or 571-272-1000. 



Mitra Klanersi 
July/03/2008 



/Jason D Cardone/ 
Supervisory Patent Examiner, Art Unit 2145 



